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Abstract—The key of location privacy preserving is to protet
the unlinkability between location and identity. Most of
existing algorithms focus onlocation protection and identity
protection separately That will leads to decreased service
quality, authentication, and auditability. In this paper, we
propose a new algorithm which uses a variable-lenigt
anonymous communication path to protect the linkage
between location and identity when users publish #ir location
information. And give out detailed introduction and analysis of
the algorithm. We evaluate the performance of the
algorithm via simulation and show that it significantly

increaseanonymity, scalability and auditability at last.

Keywords-location privacy preserving; VANET;

l. INTRODUCTION

Applications in Vehicular Ad hoc Network (VANET)
have greatly enriched people’s driving life. Justysn the
car, people can query real time traffic informatibnowse
the Internet and pay tolls. Some of these apptinatiask
people to reveal precise location which means eémgdbeir
privacy. Privacy is a fundamental right of peopleichh has
been codified in law. In the VANET, lots of algdmibs have
been proposed to protect the location privacy,thedkey of
location privacy preserving is to protect the ukdibility[1]
[2] [3] between location and identity. The litenstu[4]
surveys the algorithms to two types: location prioe and
identity protection. Location protection algorithrputs
attention to the location. It uses obscure locatioimstead of
precise location. It achieves unlinkability but ueds service
quality. Identity protection algorithm has a difet focus on
identity. It tries to keep the real identity digiinishable from
others but brings difficulty for authenticating &tk real
identity).

In this article, we propose a linkage protectiogoathm
to achieve the unlinkability requirement. The aiton
reveals identity and location but protect the Ilg&a
relationship between them. It can achieve good icerv
quality with precise location and good authentaativith
real identity. The linkage is broken by a varialdegth
anonymous communication path before
published. The algorithm can offer a better interna
anonymity (anonymity to internal collaborator) aexernal
anonymity (anonymity to external observer). The oéshe
paper is organized as follows: Section 2 survegsrétated
work. In section 3, we discuss some essential sssib@ut

the message

location privacy preserving. We expand our algomitin
section 4. Section 5 gives out analysis and expariat
results. Finally, we conclude the paper in sedfion

For achieving the unlinkability between locationdan
identity, there are two types of algorithms: looati
protection and identity protection.

Location protection algorithm focuses on the lawati
Kido H et al propose a dummy strategy [5]. It itbeation
protection algorithm. It offers redundant locatiwhen user
accesses the LBS server. But it reduces the usabilithe
data collected from users. Obfuscation [6] has railai
strategy and it offers a regional cloaking locatiostead of
the precise location. The k-anonymity strategyi§/also a
location protection strategy. It uses a regioneatmn which
cloaks all of the k nodes instead of precise locatiAll of
those strategies have good authentication but lqwality of
service because the server unable to collect prémistion

Identity preserving means keeping the identity from
being eavesdropped. Anonymity is the most common
strategy but weak for authentication. Gruteser Ml an
Grunwald D [8] firstly propose the k-anonimity mdde
through spatial and temporal cloaking algorithm. It
composes a k nodes group and keeps the initiator
indistinguishable from other k-1 nodes. ChiYin Chetval
improved the model in Peer-to-Peer architecture. [7]
Pseudonymity [9] is a special anonymity strategingisa
pseudonym instead of user’s identity. It gives daerstion
to anonymity and authentication but is still ndtalele under
data mining technology. Beresford and Stajano [0k
another model—Mix-zone. It defines two zones:
application zone and mix zone. Users keep silerd an
anonymous to LBS server in mix zone. The interacto
server only occurs in the application zone. The-kbixe is
effective for preserving identity information bati$ hard to
be deployed in large scale system.

RELATED WORK

PrIVACY ISSUES INNANET

A. Privacy Threats

There are many practical applications in VANET whic
have great improved traffic efficiency and safefjhose
applications can be divided into two typesnitort-related
application and safety-related application. Comfort-related
applications are most used to improve the travetiomgfort
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or traffic efficiency, such as distributed trafficformation C. P2P Spatial Cloaking Algorithm

system, VOD, internet access, online games andrso 0  pop gpatial cloaking algorithm is proposed by ChiYi
Safety-related applications is related to lifetcal situation  cpow et al. It is a typical algorithm protectingtidocation
and has a higher security requirement, such asnist ,nq jgentity. The algorithm covers a VANET to a rpiee
warning and collusion avoidance are two commontgafe heer network. The main idea of the algorithm ist tha
related applications. originator will find an agent peer to reveal its gsage. To

However, all of the applications must face to abffm  jchieve the privacy requirement, the agent wilcoler k
that protects the location privacy of a vehicle.d¥lof the peers to constitute a group. So the originator tcéne

VANET applications may ask for precise locationad#® istinguished from other k-1 peers (focus on idghtiThe
promote the service quality. But a vehicle is pgvand itS  groyp” will cover an area which should be more tlaan
location |§ privacy related information. The coaté®n of  inimum area A (focus on location). It can still keep
someone’s location and other personal data may SEXpOanonymity when the originator in a high peer denaitea.
much useful information to attacker. For exampéesehicle Figure 2 shows a running example of P2P spatiaikihg
appears frequently in a hospital can get such &@rence  45orithm. A is the originator and finds C as thgert. Then
that the driver may be ill; if a vehlcle just padkbefore a = yiscovers A and B to constitute a group (k=3) emekrs a
bank several minutes ago, the driver may have SUEBN.  group area A (A>4y). C will be a center peer in the group
Some of the information may threat people’s segurit and reveal treated messages for both A and B.

B. Privacy Protection Policies
The location data processed by computer in VANET
application can be denoted by a tufild, loc, other | with

identity, location and ohter accessorial informatiéor an
example, a tuple [Bob, hospital, other] means Badlied
around the hospital. If we publish the linkage afbBand
hospital, the privacy will be exposed. The purpasfe
location privacy preserving algorithm, indeedlytasprotect

the linkability betweerid andloc.

Send to C:
[A, {v. d. (x, y)}]

Figure 2. A running example of P2P spatial cloaking algorithm

@@ Originator A sends messageA{V d,(x y)}] to C.

A denotes the identity whilelV, d,(X Yy)} denotes a

i'fxt'frﬂ message with velocity, direction and locaf{oy) . Then C
2) Identity protection and uses a treated locatiQX’, y") (the group area location) to
Location protection replace original location and reveals treated ngEssa
[A{v d, (X, y)}] to others for A. So the group has an

@QZZ% g?(;)llng.mlty parameter with k and A to the outsidetlo#

However, the P2P spatial cloaking algorithm didis

b) Link protection some defects. Firstly, the P2P algorithm replabesexact

peer location with a group area location. It redutte data

Figure 1. Different location privacy preserving policies availability collected by server and influences #service

) ) _ o quality dramatically. Another defect is about thgemt. It

Fig 1(a) shows a simple diagram for two policiesefl  brings a big risk on the center peer. Once the isetaken up
have a different focuses on identity and locatienbted by  py a collaborator, all of the messages will be @aogs. And
bias area) to achieve the unlinkability requiremettwever, it also breaks the equality about the right and ditevery

both of them have some defects. Keeping identiongmity  peer. The center peer is in charge of more wornk tihers.
(identity protection) brings authentication diffiguand will

be hard to pay for some charged service. Obfusdatation IV. ALGORITHM
data (location protection) reduces the service ityual
dramatically. So we want a new strategy with goodA. Linkage Protection Algorithm

authentication and privacy protection. _ VANET is a distributed, self-organize and multi-sop
In this paper, we propose a new strategy— linkag@etwork. The vehicles communicate with each othiarav

protection—to achieve the unlinkability requireme@ur  short distance wireless device. But the commurtinats

new strategy pays attention to protect the linkaggtionship  restricted by the transmission range. All of thaigies are

between location and identity (Figure 1(b)). Weemvreal  dijvided into several groups because of the trarsarigange
identity and location data in every tuple, but lrdke one-  restriction (Figure 3).

to-one relationship between them via an anonymatls p



=
L

‘ Out of transmission range ‘

Figure 3. The division of groups

In some safety-related applications (e.g. distance

warning), every node is required to reveal the -tiead
movement status, including velocity, direction, dton,

Send to C:
[B, {v. d. (x, )}, 0]

_ &

=

J/f/ I Gro

~! Send to D:
[C, {v,d. (x, }]
up Area

Figure 5. A running example of linkage protection algorithm

Publish phase. After the anonymous path is created, the
last forward peer will publish the information tther peers

acceleration and so on. Revealing real-time andctexayih single hop or multi-hops public broadcastifthen

location means exposing privacy. In this paperpvopose a
linkage protection algorithm. The linkage protectio
algorithm finds an anonymous path to publish messdgle
the P2P algorithm uses an agent. You can get aoswupic
view in Figure 4. The P2P algorithm publishes graupa
with the agent’s id with a losing of data usabiliBut the
linkage protection algorithm publishes a
relationship table of real id and real locationeTteers in the
group are organized by several anonymous paths.

1d Location Id | Location
c | Group area a (Xe,Ye)
c | Group area b (Xe,Ye)
c | Group area c (Xa,Ya)
c | Group area d (Xb,Yb)
c | Group area e (X4,Yd)

:
b
a./»c ’

1) P2P alogrithm 2) Linkage protection
alogrithm

Figure 4. A macroscopic view of P2P and linkage protectiqqoathm

The linkage protection algorithm can simply be diéd
into three phases: authentication phase, anonyraepaad
publish phase.

Authentication phase. Every vehicle will be
authenticated when connects to the self-organiza8iBT
first time. We should ensure every identity reabcduse
several applications are life-critical and all dktvehicles
should be charged for their published messages.

Anonym phase. In this phase, we create a variable-length

anonymous communication path with several forwazerg.

confused

every peer gets the message {v, d, (X, y)} but tan’
distinguish whom the message is from, becausetthksper

is not the original sender. The linkability betweéme
message and the original sender is protected.

B. Peer Sdecting Srategy

Because of the fast moving of vehicles, the group
topology changes dramatically. Two separate grooigg be
merged when a moving peer connects both of therevehi
group can divided into two separate groups whenarmut

of the transmission range (Figure 6). The mergedavidion
take place frequently. And we need to maintaincivefused
relationship table quickly. The table is created tne
constructing of all anonymous paths. So we neegffactive
peer selecting strategy to maintain the table wireates the
anonymous path.

@

a) separate groups  b) merged group

Figure 6. The merge of two separate groups

Common random peer selecting policy has three types
policies (Figure 7). All of them have different gm area

The communication among those peer is secret Vvighias area) growth rate. Without a doubt, a) inuFég6 has

encryption techniques. We protect sender anonyiiity
against the collaborator attacker among the forwseers.

the maximum group area growth rate, next is ¢ amlthe

minimum. Because the third peer of a) is the masiafvay

Figure 5 shows a running example for the algorithmfrom first and second peer. A new peer which isenfar

Original sender set a random anonymous path’s heagt2
firstly and sends a tuple [A, {v, d, (X, y)}, 1] thi identity A,
message {v, d, (X, y)} and rest length of anonympath 1
(subtracted itself by 1) to next forward peer B.efhB
receives information from A but it doesn’t know tmessage
is about A (because B can'’t distinguish that Ahis triginal
sender). B will do its duty that subtract rest-léngith 1 and
forward the message to next peer C. The anonymaund w
completely created until a peer receives a tupth @irest-
length.

away from the group area centroid will have a biggewth
rate. The location of the peer should be

(xi,yi) « Max{dy dz---di---}
with di:\/(Xi—X)2+(yi—Y)2 , (X,Y) denotes the

centroid location while () is the location of every vehicle.
After the new peer adds to the group, the group eeatroid

location will be updated as follow:

yy=_N E
(X ,Y)—n+1(X,Y)+n+1(>0,yl)
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with n is the path length. So we can select a next peds. External Anonymity

with big area growth rate.

]
72

a) b) c)

Figure 7. Three types of general peer selecting policy.

V.  ANALYSIS AND EXPERIMENTAL EVALUATION

We will give our analysis and experimental evalomiin
anonymity, scalability and auditability, respechve

A. Internal Anonymity

Existing literatures [12] propose a group concejtttbey
don't analysis the internal anonymity. They presuhsa all
peers in the group are trusty. But sometimes thezesome
collaborators in the group. The sensitive messaifjebe
eavesdropped. Our paper is the first time to arwmljse
anonymity to internal collaborator.

We use the probability of that attacker succélysfu
figure out the originator to evaluate the anonymitye
denote H as a event that the attacker figure @ubttyinator
and P(H) means the probability. We assume thaetasr c
collaborators amount n (n>c) mobile peers. We disdhe
internal anonymity about P2P algorithm and
protection algorithm.

In P2P algorithm the information is forwarded &y
agent. So the attacker can know who is originatdy @ the
agent is a collaborator. The probability can bewdated as:

Pl(H)zﬁ

In linkage protection algorithm, the informatias
disseminated by a variable-length anonymous pdtlanl
attacker is in the anonymous path, it will haverabgbility
to infer that theith node from itself is the originator. The
probability can get from an exponential distribatio

(i) :Ae_/“ (A>0). The probability of attacker take

. n—C,i;,C
the ith position can be calculated a§i) = (——)"™"—.
n

The probability of KH(the event that th#h node successfully
figure out the originator) isP(Hi) = ¢(i)po(i) and the
probability of originator is figured out by attackean be
calculated as follow:

n—c)i_1 c_ cle

Po(H) =3 A
) .2:1: e n n n-(n-cye”’
We can proof mathematically th&2(H) < Pi(H)

-

when (A >0). So the linkage protection algorithm has a

lower probability of that originator will be figudeout by
attacker, which means it has better internal andtyym

linkage 2.5

The external anonymity is used to evaluate the
anonymity after the message is published. The erpet is
running on a simulator [13] which based on a 50Q@%5
square meters small town’s road network. We geeds@®,
1000, 2000, 4000 nodes as vehicles respectively and
randomly and equably distribute on the road netwdHose
nodes move at a random initial velocity and aré&ricted on
the road network. Those vehicles are attacked siivaly
under two models: simple attack model and corrélateack
model.

1)Smple attack model. The adversary randomly picks an
observed peer. And then estimates an observedhalea
based on possible movement directions. It is ahadale
circle area which depends on the max moving digtanc
at a certain time. The vehicle’s actual locatidnaa
future time must be in the area. Then the advensdty
estimate where will the observed peer be after a
observed time.

2)Correlated attack model. The correlated attack model is
based on simple attack model. But it has an added
condition. It presumes that the velocity of vetscle
won’t change dramatically during the observed tithe.
captures the initial and terminative velocity ofegy
vehicle during the observed and eliminates the speer
with a different velocity from observed peer.

3

B Initial
B SmpAtt
OCorAtt

2

Entropy
- o
\

o
o

-
\

1000 2000

Number of nodes

500 4000

Figure 8. The anonymity under max velocity infer attack.

We calculate the entropy of adversary estimating th
observed peer to evaluate the anonymity. Figuteo8vs the
comparative results of initial status, simple dtawdel and
correlated attack model. The result shows thaattwaymity
will enhance with the growth of peer density.

C. Scalability

The scale of VANET is large and dynamic. The
scalability of VANET system is one of the most imjamt
aspects. Because of the restriction of wirelessstrassion
range, the connectivity becomes an important itdicéo
evaluate the scalability of the system. We analysie
aspects: the scalability with nodes density andstiaability
with anonymous path length.

Figure 9 shows the scalability with respect te@ th
density of nodes. The connections are created anviays:
random mode and mobile-aware mode. Random mode
randomly choice its next peer while mobile-awaredmo
consider the mobility of vehicles and choice thatrgeer


https://www.researchgate.net/publication/3865041_Generating_network-based_moving_objects?el=1_x_8&enrichId=rgreq-202af690-cf21-445e-ac1d-1b2f01c9b75c&enrichSource=Y292ZXJQYWdlOzIyNDIxMjE0ODtBUzoyMDAwNDYyNzc1OTkyNDFAMTQyNDcwNjE1Nzk5MA==
https://www.researchgate.net/publication/250837073_CARAVAN_providing_location_privacy_for_VANET?el=1_x_8&enrichId=rgreq-202af690-cf21-445e-ac1d-1b2f01c9b75c&enrichSource=Y292ZXJQYWdlOzIyNDIxMjE0ODtBUzoyMDAwNDYyNzc1OTkyNDFAMTQyNDcwNjE1Nzk5MA==

with a better connectivity in future. The scalapilwill be
better with the increase of node density for bdtlthe two
modes. But the mobile-aware mode has a better rpesfice

than random mode.
B Random
@ MobAware|[]

1
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Figure 9. The scalability with respect to nodes density

[From: A, to: B]

S
om0y 2R

From: B, To: everyone

Figure 11.An example of forwarding trace

VI.

This paper proposes a linkage protection algorifom
location privacy preserving. It achieves not onlye t
unlinkability between identity and location, busalgood

CONCLUSION

Figure 10 shows the scalability with respect tohpat gnonymity, auditability and authentication. It algives a

length. Theoretically, the path length can be rsiricted.
But because of the fast mobility of vehicles, thetwork
topology changes dramatically. A longer path memse
difficult to maintain the path. Figure 9 shows teenarkable
influence of connectivity with the path length iifferent
peer density.

ConRate

500 1000 1500

Number of nodes

2000

Figure 10.Figure 10 The scalability with respect to differpath length

D. Authentication and Auditability
The system authenticates every vehicle befordris jto

the VANET. They should be responsible for what they

publish. Auditability is an important indictor toheck
fallacious messages. The peers in the VANET areefat
peers and they only record where the message fnointoain
one hop. Figure 11 shows an example of forwardrgac

Though the peers in the path don’'t know who the

originator of a message is, but they record it$ tap and
next hop. If we want to find a fallacious messagegader,

we should gain all peers’ records that on the ammus path.

Such a job can only be done by a special role higmest
authority (e.g. police). If an accident is causgalfallacious
message, it can be audited later. The linkage @fotecan
support the implement.

new perspective in location privacy preserving. @halysis
and experimental results can strongly support tbpgsition.
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