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An Improved Immune Genetic Algorithm and

Its Application in Anomaly Detection
LIU Dong. ZHENG Ning, XU Hai-tao
(School of Conputer, Hangzhou Dianzi University, Hangthou Zhgiang 310018, China)
Abstract: In view of immune genetic algorithm’ s shortages, an improved algorithm was intoduced. The proposed
algorithm used isolated niche techmology, improved the cwss and mutation operation based on immune genetic algo-
rithm. The optimized membership functions were used in fuzzy association rules mining to anomaly detection. It
could magnify the similarity between normal association rule sets, and reduce the similarity between a nomal and an
abrnormal association rule set at the same time. So it could improve the performance of anomaly detection. Feasibility
of the algorithm was verified by experiments on anomaly detection based on netwoik traffic.
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