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Attack Tolerant Finite-Time Consensus for Multi-Agent Networks*

Yiming Wu!, Ming Xu!, Ning Zheng!, and Xiongxiong He?

Abstract— In this paper, we study the secure consensus prob-
lem for continuous-time networked multi-agent systems under
malicious attacks. Contrary to previous works, we propose a
new approach based on an iterative learning control (ILC)
strategy to investigate attack tolerant finite-time consensus
problems in directed networks. These results are motivated by
the need to secure multi-agent networks against cyber attackers
that can arbitrarily corrupt and modify the communication
information. By ILC approach of designing the learning gain,
the sufficient conditions to achieve finite-time consensus are
obtained. Simulation results are also given to demonstrate the
effectiveness of theoretical results.

I. INTRODUCTION

Over the past decade, the distributed cooperative control
of multi-agent systems has drawn much research attention
due to its widespread applications in formation control,
distributed sensor network, flocking, distributed computation
and synchronization of coupled chaotic oscillators. Among
various cooperative control tasks, consensus, which requires
all agents agreeing on some quantity of interest by only
communicating with their neighbors, builds the foundation
of others [1]-[4].

An important challenge in multi-agent networks, as in all
large-scale distributed systems, is that they are vulnerable
to cyber-threats through the use of open communication
network environments. The analysis of security of consensus
networks to attacks has received increasing attention in
recent years. For achieving resilient multi-agent network
behavior, [5] firstly proposes a novel intrusion detection
scheme for linear consensus networks with single misbehav-
ing node. Specifically, in [6], a new light-weight approximate
Byzantine consensus in asynchronous networks is proposed.
Furthermore, the algorithm is also valid when a network en-
counters delay over its communication paths. In [7], a secure
consensus tracking problem has been studied for a class of
stochastic linear multi-agent networks under two types of
attacks. The authors study the attacks on the edges instead
of nodes, which lead to some connected and paralyzed
directed switching topologies. Departing from the existing
relevant literature [5]-[8] that make specific assumptions
on the graph topology, the authors in [9] develop a new
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distributed adaptive control architecture that utilizes a local
state emulator for multi-agent networks in the presence of
misbehaving agents. Moreover, secure consensus control for
multi-agent networks with quantized interactions is studied
in [10] and [11].

Iterative learning control (ILC) is known to be effective
in handling a particular class of control processes, where
the operation time in each iteration is finite and fixed, and
the control task is repeated over many iterations. Since
2009, ILC has been extended to the networked control field
[12]. The use of ILC for consensus problems of multi-agent
networks is a relatively new field and has been reported in
a few previous works in the literature [13]-[15]. In [16] and
[17], the finite-time output consensus problem of multi-agent
networks is considered with ILC schemes.

To the best of our knowledge, there are few applications of
ILC scheme to the security of consensus networks. In this
paper, to address all the important and challenging issues
mentioned above, we extend our recent work in [14], [18],
[19] to the directed multi-agent networks with a specific
edge-bound content modification cyber attack. We show that
when the information-exchange network is satisfied with
the given sufficient conditions, an attack tolerant consensus
control strategy combined with ILC scheme can be designed
for each agent to enable him resist malicious attacks and
achieve the desired agreement state over a finite-time interval
[0, T7.

The rest of this paper is organized as follows. In Sec-
tion II, the attack tolerant finite time consensus problem
is formulated and the relevant notations and preliminaries
are presented. Section III presents the convergence analysis
while a simulation example is presented in Section IV to
demonstrate the effectiveness of the results. Finally, Section
V concludes the paper.

II. PROBLEM FORMULATION AND PRELIMINARIES

Consider a group of IV identical agents, dynamics of the
ith i = 1,2, ..., N) agent at the kth iterative is described by

Tpi(t) = uky, 1=1,2,..,N (1)

where k = 1,2,... is the iteration index, ¢ € [0,7],7 > 0
represents the operation time in each iteration, xy ;(t) € R
is the state of agent ¢, and uy; € R is the control input to
be designed.

The control objective is to design a distributed control
algorithm so that the network can tolerant a specific number
of malicious attacks and reach consensus in a finite-time.
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The information exchange among the N agents will be
represented by a weighted directed graph. The corresponding
concepts and notations are recalled as below.

A weighted directed graph (or digraph) of order NN is
defined as G = {Vg, &g, Ag}, where Vg = {1,2,...,N}
is a non-empty set of vertices (or nodes), &g C V x Vis a
set of edges, and Ag = [a;;] € RV*N is called the weighted
adjacency matrix associated with G. For an edge (i, j) € &g,
1 is called the parent node whose messages can flow to node
j. It is defined by a;; = 0, a;; > 0 if (5,4) € & and
a;; = 0 otherwise. The neighbor set of node 7 is defined
by N; = {j € Vg|(4,i) € E}. A directed path from node
71 to node 4, is given by a sequence of ordered edges of
the form (il, ’ig), (ig, ig), ey (Z'pfl, ip) with (’L’jfl, ij) S gg,
Vi € {2,3,...,p}. The graph G is said to have a spanning
tree if there is a root node without any parent such that
there exists a direct path from this node to the rest of nodes.
The matrix L £ D — A is called the Laplacian matrix of
G, where D = [d;;] € RV*YN is a diagonal matrix with
AT g

i jevg dij

The use of matrix analysis is inspired by the prior work on
consensus under dynamically changing interaction topologies
[20]-[22]. A matrix M is said to be nonnegative if all its
entries are nonnegative. A nonnegative matrix is said to be
row stochastic if all its row sums are 1. A row-stochastic
matrix is called indecomposable and aperiodic (SIA) if
there exists a column vector such that limy_,.. M* = 1¢7.
Hle M;Mj,_4 - - - My denotes the left product of the matri-
ces My, My_1,..., M. If the graph associated with A has
a spanning tree, then the graph associated with B = A+ I,
also has a spanning tree.

Lemma 2.1: A stochastic matrix P is called indecompos-
able and aperiodic (SIA) if lim,,_,o P" = 1yT.

Lemma 2.2: If the union of a set of directed graphs
{G1,Gs, ...,Gm } has a spanning tree, then the matrix product
DD, _1...D2Dq is SIA, where D; is a stochastic matrix
with positive diagonal entries corresponding to each directed
graph G;.

Lemma 2.3: [20], [23] Let S = {S51,82,...,Sk} be
a finite set of SIA matrices with the property that every
finite product S;;S;;_,...S;; is SIA. Then, for each infinite
sequence S;, , Si,, ... there exists a column vector y such that

. S’h = 1yT

J
Define the maximum and minimum states of all nodes in
the network at the k-th iteration as

[TE

lim Sij S,
—00

My(t) = max xEi(t), mp(t) = LI.Iellljrgl zEi(t). ()
Let MO = maX;cyg;Ti0 and mo = minievgl‘io be the
maximum and minimum values of all the normal nodes under
initial condition, respectively.

In this paper, we are interested in the false data injection
attack [24], which means the attacker has the ability of
modifies the information being exchanged in the edge set
£ at will. Suppose that link (4,7) in the network modifies
the value that agent 7 receives from agent j at time T

to be Z;(T). The goal of the attacker is to inject false
information into the connection edges such that driving the
state of network to an unsafe region. However, limitations
in the resources available to the attacker enable him to only
manipulate at most f, incoming edges of each agent in graph
g.

The main purpose of an attack tolerant consensus networks
is to design a control law so that agents’ states are within
a safe region (initial state region of all agents) all the time
and converge to the same state in a finite time 7T, i.e.,

Z‘k,i(t) (S [mo, MQ],t S [O,T], (3)
i [ (T) = a5(T)] = 0. 4)

To improve the consensus objective (4), a desired consen-
sus problem is further considered for the system (1) such
that

lim l‘k,i(T) =T, (5)

k—o0
where xr is the desired agreement state in finite time 7.

Then, we shall recall some notions of robustness for a
directed network. The following definitions are adopted with
minor changes, from [8].

Definition 2.1: (r-reachable set): Consider a directed
graph G and a node set V. For any non-empty and strict
subset S C V, we say that S is an r-reachable set if there
exists at least a node ¢ € S such that ¢ has no less than r
neighbors inside V \ S, where r € 7+,

Definition 2.2: (r-robust graph): Consider a directed
graph G and a node set V. We say that G is an r-robust
graph if for every pair of nonempty subsets of ) there exists
at least one subset that is an r-reachable set, where r € Z+.

By employing the notion of robustness, some properties
of the r-robust graph are recalled below [5], [8].

Lemma 2.4: Consider an r-robust graph G = {V,E}. Let
G be the graph generated by removing up to s (s < r)
incoming edges of each node of V, then, we say that @ is
an (r — s)-robust graph.

Lemma 2.5: Consider a directed graph G. If G is a 1-
robust graph, then G contains a spanning tree.

Lemma 2.6: For the Laplacian matrix L associated with
G, 0 is one of its eigenvalues, and 1, is the associated
eigenvector. Furthermore, the eigenvalue A\ = 0 has algebraic
multiplicity equal to 1 if and only if G has a spanning tree.

Now we present the detailed description of the proposed
control scheme. For the kth iteration, agent 7 € Vg obtains
its neighbors’ state values, and forms a sorted list £; from
the largest to the smallest at time 7". Then agent 7 removes
precisely the largest f, values the smallest f, values in the
sorted list.

Then we design the following iterative learning consensus
protocol for each agent i:

Ui 1 = Uik + %‘{ > aibijklre (1) — 2k, (T)
=Y (6)
+ wilzr — iCk}i(T)]}y

where a;; € R is the weight of edge (j,7), v; > 0 is a
learning gain to be designed, and ¢;; ; are filter functions
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which equal one if the value of agent j is kept by agent
i at the k-th iteration and zero otherwise. w; indicates the
accessibility of zp by agent ¢, if x7 is accessible by agent
1, then w; > 0, otherwise w; = 0.

From (1), it can equivalently obtain that x;(t) =
xk,i(0) + tug,;. Since the initial reset condition holds, i.e.,
zk,i(0) = @i0,Vk € Z*, the state of normal agent i at the
terminal time 1" satisfies

Te1,i(T) = @pi(T) + [@h41,(T) — 28,4 (T)]
= 2pi(T) + [Th41,i(0) — 21,:(0)]
T (Upy1,i — Uk,i)
= xk,i(T) + T(ukﬂ,i — uk’i).

(7

In view of (6), an immediate consequence of (7) is that

tha1 o(T) = 20s(T) + Tri S iy (T)
= ®)

xai (g, (T) — w4 (T))]
which can be rewritten in a compact form of
Tp1(T) = (I =TT Ly)zy(T), ©)
where T' = diag{y1,72, ---s Yn }-

III. MAIN RESULTS

In this section, we shall present the main results. While
some useful lemmas as follows are listed before giving the
main results.

Lemma 3.1: [25] If the union of a set of directed graphs
{gil,gm w0 Gi 1 C G has a spanning tree, then the matrix
product D; ...D;,D;, is SIA, where D;; is a stochastic
matrix corresponding to each directed graph G.

Lemma 3.2: [23] Let Ly, Lo, ...,L; be a finite set of
SIA matrices with the property that for each sequence
Li,,Li,_,,...,Li is SIA. Then, for each in-finit sequence
L;,, L;,.,... there exists a column vector y such that

Jli>nolo LiiLij—l Ly, = 1yT

In this paper, we make the following assumptions on the
agent dynamics and the information-exchange graph.

Assumption 3.1: Root agent in a spanning tree can access
the information x7 at each iteration.

Now we are in the position to provide the main results.

Theorem 3.1: For multi-agent systems (1) with protocol
(6), let the positive learning gain satisfy

T’}/l' Z Q;j +w; | < 1,
JEN;

(10)

If G is a (2f, + 1)-robust graph, then the secure finite-time
consensus can be achieved as k — oc.

Proof: The proof consists of the following two steps:
1) We will first prove the safety condition (3), and 2) then
prove the consensus condition (4).

Proof of 1): According to the definition of Mj(t) and
my(t) in (2), it following from (8) that Vi € Vg:

ra(t) + 17 g Gk ()i [ (1) — i (1)
a(8) 10 2 o)y [Mi (1) = (1)
aMy(t) + (1 — a)xg,i(t)

Mk(t)7

Tp1,4(t) =

IN

IN I

1D
which implies that Mjyi1(t) < Mg(t). Here o =
v >y ijk(t)aij < 1. Similarly, we can get my1(t) >
my(t), which guarantees the safety condition (3).

Proof of 2): Since the initial network is (2f, + 1)-robust,
after removing up to 2f incoming edges for each normal
node, the network is still 1-robust from Lemma 2.4. Then
by Lemma 2.5, it is easy to know that the graph G must
contain a spanning tree. The notation Ay and Lj denotes
the adjacency matrix and Laplacian matrix at kth iteration,
respectively. Due to L, = A— Ay, we have I-TT' L, = (I—
TTA)+TT Ag. Clearly, I—TTA is a diagonal matrix, and its
diagonal elements are 1—T;d; = 1—T"; Z?:1 @ik (T)ag;
which can be guaranteed to be positive under the condition
(10). Hence, I —TTA > 0 is a non-negative matrix. Accord-
ing to [26], it can be shown that TT'A; > 0 is a non-negative
matrix, based on 7" > 0, I > 0 and A > 0. Consequently,
we can obtain that ] —TT' Ly, = (I -TTA)+TT A, > 0is a
non-negative matrix. From Lemma 2.6, it is obvious that the
Laplacian matrix Ly, satisfies L1, = 0. This implies that
(I =TTLg)1, = 1,. Thus, I — TT Ly, is a stochastic matrix
associated with the graph G.

According to [5], we know that the eigenvalue A\ = 1 of the
stochastic matrix I — TT'L;, has algebraic multiplicity equal
to 1 since G has a spanning tree. Thanks to Ty;a;; = 0,Vi €
Vg, which implies that the diagonal elements of I — TT Ly
are the same as those of I — TT'A, which are guaranteed
to be positive under the condition (10). According to [5], it
is known that if the eigenvalue A of the stochastic matrix
I —TT Ly, is not equal to 1, its modulus is less than 1, i.e.,
|A| < 1. From Lemma 3.1 and Lemma 3.2, it follows that
{I —TT'Ly} is a SIA matrix set satisfying

Jim (I = TTLy) -+ (I = TTLy)(I = TTLy) = 1T, (12)
By substituting (12) into (9), the consensus state ¢ can be
written in x¢ = yTxo(T). That is, the consensus objective
(4) can be derived. |

IV. SIMULATION

In this section, an example is provided to validate our
theoretical results. Let us consider a directed interaction
graph with 6 nodes as shown in Fig. 1. The initial conditions
of x;, 1 =1,2,...,6 are selected as x1(0) = 15, z2(0) =9,
x3(0) = 10, 24(0) = 7, z5(0) = 5, 26(0) = 8, and
the weighted adjacency vector € to indicate accessibility of
the desired state information generating by a virtual agent
labeled 0 is given by Q = [1,1,0,0,0,0]T. In addition,
the attacker’ false information is set to be 20, which is out
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of the safe initial state region. Here, the desired terminal
state value of all agents is given by xp = 9, while
ensuring that the secure requirement (3) is not violated.
We just choose the initial protocol ug; = 0. In view of
(10), we select the nonzero learning gains such that I' =
diag{0.02,0.03,0.02,0.01,0.02,0.01}.

052
,
.

Attacker N
<“— P N

Fig. 1. Topological structure of the multi-agent network

To illustrate our Theorem, let the communication network
satisfy a 3-robust graph described in Fig. 1 and the adjacency
matrix be

00 3 4 3 0
302 0 4 1
11220420

Ag_To 5 1 2 0 2 0 (3)
1 1 4 400
5300 2 0

Through observations, it is easy to check that the network
topology in Fig. 1 satisfies a 3-robust graph. With the proper
values of I and () selected above, we known that the
condition (10) in Theorem 3.1 can be satisfied. From Fig.
2. we see that all agents can achieve a consensus at the
desired terminal state xp after an iterative learning process.
Although the attackers try to drive the nodes to a value of
20, which is outside of their initial safe interval [5, 15], the
attackers are unable to achieve its goal whenever protocol
(6) is applied.

20

terminal states x,(T)

0 I I I I I I I I
0 10 20 30 40 50 60 70 80 920

interation number k

Fig. 2. State trajectories of z;(T"),7 = 1,2, ...,6 under protocol (XX).
V. CONCLUSIONS

In this paper, we study the secure aspect of the consensus
algorithm, which is a fundamental building block for the

distributed systems. We propose a novel attack tolerance
consensus algorithm in directed graph, and prove the suf-
ficient condition for the graphs to be able to solve the
finite-time consensus in the presence of edge-bound content
modification attacks. One direction of the future work is to
weaken the assumption on the graph topologies by exploring
the use of two-hop or multi-hop neighboring information in
the network.
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