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Abstract. Network robustness has been the key metric in the analysis of
secure distributed consensus algorithms for multi-agent systems (MASs).
However, it is proved that determining the network robustness of a MASs
with large nodes is NP-hard. In this paper, we try to apply machine
learning method to determine the robustness of MASs. We use neural
network (NN) that consists of Multilayer Perceptions (MLPs) to learn the
representation of multi-agent networks and use softmax as our classifiers.
We compare our method with a traditional CNN-based approach on
a graph-structured dataset. It is shown that with the help of machine
learning method, determining robustness can be possible for MASs with
large nodes.
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1 Introduction

In recent years, much attention has been devoted to the study of consensus prob-
lem for multi-agent systems (MASs) with an emphasis on cyber security. Network
robustness [4], a specific property of network topology, measuring redundancy
of directed edges between all pairs of nonempty, disjoint subsets of nodes in
a network, which plays an important role for consensus algorithms to be able
to withstand a subset of nodes failed or compromised. In previous work [4,12],
the authors adopted the network robustness as metrics for analysis of resilient
consensus algorithms that use only local neighboring information. Hence, deter-
mining the robustness of a network is important for determining whether resilient
consensus algorithms can be work. However, in [10,11] the authors proved that
determining the robustness of MASs is NP-hard. In a more specific work [3],
the authors carried out algorithm for determining robustness of a network, and
indicated that for a MAS with n nodes, its complexity is O(n23n).
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Recently, machine learning has received significant attention because of its
powerful ability of learning features from different kinds of data. In the field
of representation learning, there are many works [5,7,9] trying to apply the
convolutional neural network on the graph-structure data. However, to the best
of our knowledge, there are very few machine learning works on multi-agent
networks.

In this paper, we attempt to use machine learning method to determine net-
work robustness. We firstly extract statistical features from adjacent matrices
related to multi-agent networks. Then we get the particular features from spec-
tral space by performing spectral clustering [8] on symmetric adjacent matrices
that are transformed from origin matrices by a simple symmetric method [6].
After that we feed the combined features to a neural network that consists of
MLPs to learn representation of networks. Finally, we use softmax as our clas-
sifiers to determine network robustness.

Our contributions are two-fold. Firstly, to the best of our knowledge, we are
the first one to use machine learning method to determine network robustness.
Secondly, we depict graph-structured data in statistical point of view with extra
features from spectral space.

2 Preliminary

We firstly give two main definitions of network robustness and then introduce
some useful lemmas about it briefly.

Definition 1. [3] ((r, s)-edge reachable set): Given a nontrivial digraph D and
a nonempty subset of nodes S, we say that S is an (r, s)-edge reachable set if
there are at least s nodes in S with at least r in-neighbors outside of S, where
r, s ∈ Z≥0; i.e., given X r

S = {i ∈ S : |N in
i \S| ≥ r}, then |X r

S | ≥ s.

Definition 2. [3] ((r, s)-robustness): A nonempty, nontrivial digraph D =
(V, E) on n nodes (n ≥ 2) is (r, s)-robust, for nonnegative integers r ∈ Z≥0, 1 ≤
s ≤ n, if for every pair of nonempty, disjoint subsets S1 and S2 of V at least one
of the following holds (recall X r

Sk
= {i ∈ Sk : |N in

i \Sk| ≥ r} for k ∈ {1, 2}):
(i) |X r

S1
| = |S1|;

(ii) |X r
S2

| = |S2|;
(iii) |X r

S1
| + |X r

S2
| ≥ s.

The following are some important lemmas that will help us to better under-
stand the network robustness.

Lemma 1. [4] For any (r, s)-robust digraph D also meets (r′, s′)-robust when
0 ≤ r′ ≤ r, 1 ≤ s′ ≤ s.

Lemma 2. [4] For any (r, s)-robust digraph D, the r and s satisfy the following
conditions: ⎧

⎨

⎩

0 ≤ r ≤ min(δin,
⌈n

2

⌉
),

0 ≤ s ≤ n.
(1)
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Where n is the number of nodes. δin is the minimum in-degree of D.

Lemma 3. For any digraph D, if the number of node set is odd, then Kn is
the only digraph on n nodes that is (

⌈
n
2

⌉
, s)-robust with s ≥ ⌊

n
2

⌋
, where Kn is a

complete digraph.

From Lemma 1, one can get that there are hierarchical relations among dif-
ferent (r, s)-robust networks. For example, if the multi-agent network satisfies
(3, 4)-robust then it also satisfies (3, 3)-robust, (2, 4)-robust and for any 1 ≤ r ≤ 3
and 1 ≤ s ≤ 4. Lemma 2 gives us the upper bound of r and s. Lemma 3 implies
that the training data will be unbalanced.

Fig. 1. Bar diagram of counts of in-degree which sizes range from 5 to 7.

3 The Method

3.1 Preprocessing Steps

Firstly, the graphs are generated by Erdös-Rényi random graph model [1]. We
change p randomly to generate different graphs. Then we calculate (r, s)-robust
of each graph by deterministic algorithm and make it as a label of a graph. To
better understand the labeled graph-structured data, we study the distributions
of in-degree for different (r, s)-robust networks. One example of distributions of
in-degree of some networks are showed in Fig. 1. As we can see, in each column,
the shape of distribution of in-degree is changed when the number of (r, s)-robust
increased. However, in each row, networks that own different sizes of node set but
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Table 1. Table of Pearson correlation coefficients

Correlation to r Correlation to s Descriptions

0.9/0.8 0.1/0.1 The minimum of in/out-degrees

0.1/0.1 −0.1/−0.1 The count of minimum of in/out-degrees

0.7/0.7 0.2/0.3 The maximum of in/out-degrees

0.4/0.4 0.0/0.1 The count of maximum of in/out-degrees

0.9/0.9 0.2/0.2 The mean of in/out-degrees

−0.5/−0.4 0.0/0.1 The variance of in/out-degrees

0.8/0.8 0.3/0.2 The mean of mode of in/out-degrees

0.8/0.8 0.2/0.2 The mean of median of in/out-degrees

the same robustness, have the similar in-degree distribution. Just because of this
we extract some statistics from the distributions of in-degree of networks and
calculate Pearson correlation coefficients between the statistics and (r, s)-robust.
The results are illustrated in Table 1.

3.2 Spectral Clustering Steps

In order to extend our features, we execute spectral clustering on networks to
get particular features from spectral space. However, the targets of spectral
clustering are usually undirected networks. In order to solve this problem, we
just use symmetric method [6] to get the symmetric adjacent matrix U. The
formula is as follows:

U = A + AT (2)

Then we employ spectral clustering on the symmetric adjacent matrix. It can
be formulated as follows:

min
F

N∑

i,j=1

uij ||fi − fj||22 = tr(FTLF), s.t. FTF = I (3)

where tr(·) denotes the trace function, f denotes the eigenvector, L is the Laplaci-
can matrix [8] obtained from U, and I denotes the identity matrix.

Then we employ k-means algorithm on eigenvectors from all symmetric adja-
cent matrices. We will have one integer feature for each cluster identified through
the k-means algorithm. The value of each graph feature is determined by ana-
lyzing the eigenvectors related to a network. The kth feature will indicate the
number of eigenvectors that have been assigned to the cluster Ck.

3.3 Network Robustness Classifier Details

In this section, the combined features are fed into the Neural Network (NN)
model for feature learning. In general, NNs consist of Multilayer Perceptions
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Fig. 2. Diagram of Neural Network Model.

(MLPs) which contain one or more hidden layers with multiple hidden units
or neurons. The mathematical expression of a NN with L hidden layers can be
defined as follows:

f(x) = σ(WL . . . σ(W2σ(W1x + b1) + b2) · · · + bL) (4)

where x is a vector of input features, W is a matrix of weights, b is a vector of
biases, σ is an activation function.

After passing through a number of neurons, the input features are fed into
classifiers. The classification loss can be represented as follows:

C(f(x), y) = �(f(x), y) (5)

where y corresponds to the ground truth label, which indicates the (r, s)-robust
of a network, and � indicates the classification function.

The diagram of our neural network structure is illustrated in Fig. 2. The value
of r and s of network robustness not only has its own loss function and classifier
but also shares with a number of parameters.

4 Experiment

4.1 Datasets and Compared Methods

Here we set the probability p of dataset from 0.1 to 0.9, then randomly generates
different (r, s)-robust networks whose sizes range from 5 to 10. To evaluate the
performance of our method, we compare it with two other methods, namely
CNN-GN and O-NN-SOFT. All of the three methods are summarized as follows:

CNN-GN: It is a graph-structured data learning method [9]. It consists of
graph reordering, structural augmentation, and CNN.

O-NN-SOFT: origin adjacent matrix related to a multi-agent network are
fed into the NN for supervised learning and then use softmax as classifiers. This
method is treated as a baseline.

F-NN-SOFT: Our method proposed in this paper.
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4.2 Experiment Setting

For CNN-GN, we firstly perform the simple symmetric method on all our syn-
thetic data. Then, we execute spectral clustering on every networks to finish
graph reordering step. We set K of k-means from 3 to 5 and augment weights
of all the outliers, the edge outside clusters, by ε which is larger than 1. After
augmenting step, all the new networks are joining together as channels. Finally
we construct a convolution neural network which consists of three convolution
layers, followed by three fully connected layers of which two branches are four
fully connected layers respectively.

For O-NN-SOFT and F-NN-SOFT, the network structures are same which
consists of five fully connected layers of which two branches are four fully con-
nected layers respectively. But for F-NN-SOFT, we firstly execute simple sym-
metric method on our synthetic data and then perform spectral clustering on
each symmetric matrix. We set K of k-means the number of node set. This is
because we want to our F-NN-SOFT can capture different patterns in light of s
whose upper bound is equal to the number of nodes.

All experiments used 10-fold cross validation. We used Gaussian distribution
to initialize weights and biases, where the distribution is N (0, 0.1). We set batch
size of 1024, and for regularization, a dropout rate of 0.5 and early stopping
with 150 epochs. The softmax-cross-entropy was optimized with Adam [2] with
a initial learning rate of 0.001.

4.3 Experiment Results

In this section, we evaluate our method for determining network robustness.
The average classification performance are shown in Table 2. We use accuracy

Table 2. Performances of the compared methods

Dataset Measures F-DNN-SOFT O-DNN-SOFT CNN-GN

r s r s r s

5 AVG ACC 98.75 73.37 98.75 71.25 94.38 58.13

AVG F1 66.33 58.28 65.83 56.78 62.89 46.61

6 AVG ACC 94.77 61.92 91.54 51.77 91.08 53.69

AVG F1 94.40 49.04 91.31 37.19 90.61 43.83

7 AVG ACC 92.37 55.32 89.21 41.89 82.79 31.21

AVG F1 88.42 46.67 66.12 21.59 79.44 23.87

8 AVG ACC 90.35 62.00 86.50 47.65 81.54 41.77

AVG F1 90.46 51.78 86.39 41.09 81.65 31.71

9 AVG ACC 87.63 47.97 81.60 32.70 75.43 25.60

AVG F1 85.80 40.82 80.87 29.59 74.43 17.11

10 AVG ACC 87.97 54.77 78.52 25.48 76.48 25.00

AVG F1 86.93 39.61 76.77 13.68 75.48 10.86
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Fig. 3. Average accuracy of r and s on synthetic graph-structured data.

Fig. 4. Average F1 of r and s on synthetic graph-structured data.

and F1 score as our evaluation metrics. As we can see that our method F-
DNN-SOFT outperforms all the other methods on the synthetic data. Compared
with baseline algorithm O-DNN-SOFT that using adjacent matrix as input, our
method achieves better performance. In addition we can see with the increase
of size of node set, our method is more robust and the performance decreases
slowly as showed in Figs. 3 and 4. O-DNN-SOFT may not capture the features
influenced by s so it has very poor accuracy and F1 score in determining s.
CNN-GN is the worst one among all the methods. This may because CNN-GN
can not discriminate how many nodes inside the cluster have neighbors outside
the cluster. For example, if here exists 4 edges outside the cluster, these edges
may belong to only one node inside the cluster or may belong two nodes that
one has 1 edge and the other one has 3 edges, or may be another combinations.

5 Conclusion

In this paper, we have made a try to determine robustness of MASs by machine
learning. We compared our method with two traditional CNN-based methods
on synthetic graph-structured data which generated by Erdös-Rényi random



498 G. Wang et al.

graph model. The results showed that our method has a good performance on
determining network robustness.
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